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{ 
    "Resource": “bucket1” 
    "Prohibited": { "AWS": “3333"}, 
} 

(Resource = “bucket1”) ∧ (Prohibited ≠ 3333)

SMT SolverIndustrial Applications
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Incompleteness Bugs frustrate users!
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"I'm seeing a regression [...], where a lot of simple formulas that used 
to be unsat now give unknown.”  
                                   https://github.com/Z3Prover/z3/issues/5516

"The following code will produce unsat in z3 version 4.8.10.0 but is 
unknown in later versions.”  
                                   https://github.com/Z3Prover/z3/issues/5438

"This is pretty unexpected since the query is small and does not contain 
features where we would expect to see performance regressions when 
updating releases.”
 
                                        https://github.com/Z3Prover/z3/issues/5516

https://github.com/Z3Prover/z3/issues/5516
https://github.com/Z3Prover/z3/issues/5438
https://github.com/Z3Prover/z3/issues/5516
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$ cat formula.smt2                                                                    
(assert (forall ((v Int)) (= 0 v)))                                                
(assert (= 0 (mod 0 0)))                                                           
(check-sat)  

$ z3-4.8.10 formula.smt2                                                              
unsat  
 
$z3 formula.smt2                                                                      
unknown                                                                            
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https://github.com/Z3Prover/z3/issues/5338

https://github.com/Z3Prover/z3/issues/5338
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sat                            unknown
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(declare-fun k () Real)        (declare-fun k () Real)                         
(assert (= (* s k) 1))         (assert (>= (* s k) 1))                         
(check-sat)                    (check-sat)       
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 https://github.com/cvc5/cvc5/issues/7009

https://github.com/Z3Prover/z3/issues/5338
https://github.com/cvc5/cvc5/issues/7009
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• Tool: Janus


• Can both bug types: regression and implication 


• Technique: Weakening and strengthening


• Idea: 


• Label AST with polarities +,-


• Randomly choose an expression 


• Apply weakening/strengthening rule to transform expression

φ1 ⟹ φ2 ⋯ ⟹ φn−1 ⟹ φn
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Weakening rule: Drop Conjunct
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Weakening & Strengthening
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Weakening rule: =  to >=
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Empirical Evaluation

• Tool: Janus


• Bug hunting: Jun 2021 - Aug 2021


• Testing targets: Z3 and cvc5


• Seeds: preprocessed  SMT-LIB seeds (unsat/sat)
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• Tool: Janus


• Bug hunting: Jun 2021 - Aug 2021


• Testing targets: 
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Bug Findings

Status Z3 CVC5 Total
Reported 13 18 31
Confirmed 8 18 26
Fixed 8 11 19
Rejected 5 0 5
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Root Cause: Functional bug in 
MBQI hidden by “unknown"

https://github.com/Z3Prover/z3/issues/5376

https://github.com/Z3Prover/z3/issues/5376
https://github.com/Z3Prover/z3/issues/5376
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$ cat formula.smt2  
(declare-const v String)                                                        
(assert (ite T T true))
(assert (or T (and (str.prefixof v ") 
(exists ((x Int)) (= "t"
(str.substr v 0 x))))))
(check-sat)                                                                    

 

$ cvc5 formula.smt2                                                               
unknown                                                                          
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(exists ((x Int)) (= "t"
(str.substr v 0 x))))))
(check-sat)                                                                    

 

$ cvc5 formula.smt2                                                               
sat                                                                          
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"Commit 11c1fba added new rewrites for ITE. Due to the 
new rewrites taking precedence over existing rewrites, it 
could happen that some of the previous rewrites did not 
apply anymore even though they would have further 
simplified the ITE”

CVC5 developer



Janus 0.1.0 Release

github.com/testsmt/janus
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https://github.com/testsmt/janus


Key Takeaways

• Incompleteness bugs frustrate developers & users


• Janus: pioneering approach to detect them


• SMT solvers 


• Can solve very hard problems


• Can (sometimes) not solve elementary-school problems
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