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SMT Problem

φ : x > 0 ∧ x < 0
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SMT Problem

SAT
φ : x > 0 ∧ x < 1

x = 0.5
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{

    "Resource": “bucket1”

    "Prohibited": { "AWS": “3333"},

}


(Resource = “bucket1”) ∧ (Prohibited ≠ 3333)
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SMT-LIB language

φ : x > 0 ∧ x < 1
(declare-fun x () Real)

(assert (and (> x 0)(< x 1)))

(check-sat)
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(= a "") (= (str.len a) 0)iff



24

$ cat formula.smt2

(declare-fun a () String)

(assert (= a ""))

(check-sat)

(get-model)


$ z3 model_validate=true formula.smt2

sat

$ cat formula.smt2

(declare-fun a () String)

(assert (= 0 (str.len a)))

(check-sat)

(get-model)


$ z3 model_validate=true formula.smt2

sat
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$ cat formula.smt2

(declare-fun a () String)

(assert (= a ""))

(check-sat)

(get-model)


$ z3 model_validate=true formula.smt2

sat

$ cat formula.smt2

(declare-fun a () String)

(assert (= 0 (str.len a)))

(check-sat)

(get-model)


$ z3 model_validate=true formula.smt2

sat

(error an invalid model was generated)
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$ cat formula.smt2

(declare-fun a () String)

(assert (= a ""))

(check-sat)

(get-model)


$ z3 model_validate=true formula.smt2

sat

$ cat formula.smt2

(declare-fun a () String)

(assert (= 0 (str.len a)))

(check-sat)

(get-model)


$ z3 model_validate=true formula.smt2

sat

(error an invalid model was generated)


QF_S

https://github.com/Z3Prover/z3/issues/5140#issuecomment-812306248



Type-Aware Operator 
Mutation[1]

27

FuzzChick’s 
Mutators[2]

(declare-fun a () Int)

(declare-fun b () Int)

(assert (> a (+ b 5))

(check-sat)


(declare-fun a () Int)

(declare-fun b () Int)

(assert (<= a (+ b 5))

(check-sat)

(declare-fun a () Int)

(Declare-fun b () Int)

(assert (> a (+ b 5))

(check-sat)


(declare-fun a () Int)

(Declare-fun b () Int)

(assert (< 5 (+ b 5))

(check-sat)

[1] Dominik Winterer, Chengyu Zhang, and Zhendong Su. 2020a. On the Unusal Effectiveness of Type-Aware Operator Mutation. OOPSLA ’20.

[2] Leonidas Lampropoulos, Michael Hicks, and Benjamin C. Pierce. 2019. Coverage guided, property based testing. OOPSLA ’19.
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FuzzChick’s 
Mutators[2]

[1] Dominik Winterer, Chengyu Zhang, and Zhendong Su. 2020a. On the Unusal Effectiveness of Type-Aware Operator Mutation. OOPSLA ’20.

[2] Leonidas Lampropoulos, Michael Hicks, and Benjamin C. Pierce. 2019. Coverage guided, property based testing. OOPSLA ’19.
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

Bool: (> (- (str.to_int (str.++ x x))) 0))


Int : 0, (- (str.to_int (str.++ x x))) 0), …


String : (str.++ x x), x
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++   x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


Sat
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++   x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


Sat

String
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++   x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


Sat

String

Bool: (> (- (str.to_int (str.++ x x))) 0))


Int : 0, (- (str.to_int (str.++ x x))) 0), …


String : (str.++ x x), x
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++   x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


Sat

String

Bool: (> (- (str.to_int (str.++ x x))) 0))


Int : 0, (- (str.to_int (str.++ x x))) 0), …


String : (str.++ x x), x


Operator candidates:                                    
str.from_int

str.replace
str.++

...
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ str.from_int   x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


Sat

String

Bool: (> (- (str.to_int (str.++ x x))) 0))


Int : 0,, (- (str.to_int (str.++ x x))) 0), …


String : (str.++ x x), x


(str.from_int Int String)

String
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat mutant.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ (str.from_int 0) x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


Sat
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat mutant.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ (str.from_int 0) x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


unsat
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$ cat formula.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ x x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


sat

$ cat mutant.smt2


(declare-fun x () String) 


(assert (> (- (str.to_int 


         (str.++ (str.from_int 0) x))) 0)) 


(check-sat) 


$ cvc4 formula.smt2


sat


$ z3 formula.smt2


unsat

https://github.com/Z3Prover/z3/issues/5108

QF_SLIA

https://github.com/Z3Prover/z3/issues/5108
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• Tool: TypeFuzz (based on yinyang)


• Bug hunting: Feb 2021 - Sep 2021


• Testing targets: 


• Seeds: SMT-LIB benchmarks (Strings & Arithmetic)
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• Tool: TypeFuzz (based on yinyang)


• Bug hunting: Feb 2021 - Sep 2021


• Testing targets: 


• Seeds: SMT-LIB benchmarks (Strings & Arithmetic)



Empirical Evaluation
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• Tool: TypeFuzz (based on yinyang)


• Bug hunting: Feb 2021 - Sep 2021


• Testing targets: 


• Seeds: SMT-LIB benchmarks (Strings, Arithmetic, BV)
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Status Z3 CVC4 Total
Reported 177 60 237
Confirmed 135 54 189
Fixed 132 44 176
Duplicate 9 5 14

Bug status as of 30 Sep 2021 
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Status Z3 CVC4 Total
Reported 177 60 237
Confirmed 135 54 189
Fixed 132 44 176
Duplicate 9 5 14

Bug status as of 30 Sep 2021 



Bug Findings

Status Z3 CVC4 Total

Soundness 49 24 73

Crash 47 20 67

Invalid model 39 10 49
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Types of confirmed bugs
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Status Z3 CVC4 Total

Soundness 49 24 73

Crash 47 20 67

Invalid model 39 10 49

Types of confirmed bugs



Bug Findings

50

Status Z3 CVC4 Total

Soundness 49 24 73

Crash 47 20 67

Invalid model 39 10 49

Types of confirmed bugs



Bug Findings
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#Options Z3 CVC4 Total
Default 55 28 83
1 12 16 28
2 64 10 74
>= 3 5 0 5

63 out of 64 bugs on “new core” of Z3 
(tactic.default_tactic=smt sat.euf=true)



Bug Findings

52https://github.com/Z3Prover/z3/issues/5223

https://github.com/Z3Prover/z3/issues/5223
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CVC5 Soundness Bug #6075
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$ cat bug.smt2  
(declare-fun x () String)                                                       

(declare-fun y () String)                                                       

(assert (str.< x (str.replace "" (str.++ (str.replace "B" x "")                 

        (str.replace "B" (str.replace "B" x "") "")) y)))                       

(check-sat)  

$ z3 bug.smt2

unsat


$ cvc5 bug.smt2

sat  

✔

✘

https://github.com/CVC5/CVC5/issues/6075

QF_S

https://github.com/CVC5/CVC5/issues/6075


CVC5 Soundness Bug #6075
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$ cat bug.smt2  
(declare-fun x () String)                                                       

(declare-fun y () String)                                                       

(assert (str.< x (str.replace "" (str.++ (str.replace "B" x "")                 

        (str.replace "B" (str.replace "B" x "") "")) y)))                       

(check-sat)  

$ z3 bug.smt2

unsat


$ cvc5 bug.smt2

sat  

✔

✘

https://github.com/CVC5/CVC5/issues/6075

QF_S

https://github.com/CVC5/CVC5/issues/6075


Z3 Soundness Bug #5140
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https://github.com/Z3Prover/z3/issues/5140#issuecomment-846386635

QF_S

[619] % z3release small.smt2

unsat

[620] % cvc4 -q small.smt2

sat

[621] % cat small.smt2

(assert (str.contains (str.++ "\uAA" "AA") "AAA"))

(check-sat)

[622] %

 

https://github.com/Z3Prover/z3/issues/5140#issuecomment-846386635


Z3 Soundness Bug #5429
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https://github.com/Z3Prover/z3/issues/5429#issuecomment-885793775

$ cat bug.smt2

(declare-fun a () (_ BitVec 64))

(assert (not (fp.geq ((_ to_fp 11 53) a) ((_ to_fp 11 53) 

(_ bv0 64)))))

(check-sat)  
 
$ z3release bug.smt2

sat

 
$ z3release tactic.default_tactic=smt sat.euf=true bug.smt2

unsat


✔

✘

QF_BV

https://github.com/Z3Prover/z3/issues/5429#issuecomment-885793775


CVC4 Soundness Bug #6142

61
https://github.com/cvc5/cvc5/issues/6142

$ cat bug.smt2

(declare-fun x () String)

(declare-fun y () String)

(assert (= (str.++ "A" y) (str.replace x (str.++ "A" y) 
(str.replace (str.++ "A" (str.replace y "" "A")) x "A"))))

(check-sat)

(get-model)


$ z3 bug.smt2

sat


$ cvc4-1.5 bug.smt2

unsat


$ cvc4-1.6 bug.smt2

unsat


✔

✘

QF_S

✘

https://github.com/cvc5/cvc5/issues/6142


Z3 Soundness Bug #5429
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https://github.com/Z3Prover/z3/issues/5429#issuecomment-885793775

$ cat bug.smt2

(declare-fun a () (_ BitVec 64))

(assert (not (fp.geq ((_ to_fp 11 53) a) ((_ to_fp 11 53) 

(_ bv0 64)))))

(check-sat)  
 
$ z3release bug.smt2

sat

 
$ z3release tactic.default_tactic=smt sat.euf=true bug.smt2

unsat


✔

✘

QF_BV

Z3’s new core

https://github.com/Z3Prover/z3/issues/5429#issuecomment-885793775


Z3 Soundness Bug #5429
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https://github.com/Z3Prover/z3/issues/5429#issuecomment-885803038

$ cat bug.smt2

(assert (forall ((a Real)) (exists ((b Real)) (> b (* b a)))))

(check-sat)


 
 
$ z3release bug.smt2

unsat

 
$ z3release tactic.default_tactic=smt sat.euf=true bug.smt2

sat


✔

✘

LIA

Z3’s new core

https://github.com/Z3Prover/z3/issues/5429#issuecomment-885803038


Future Work
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• Extend TypeFuzz to more logics


• Generalize Generative Type-Aware Mutation to other 
applications


• Integration into CI of the SMT solvers



yinyang —a fuzzing framework for SMT Solvers
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YinYang [PLDI ’20]

OpFuzz [OOPSLA ’20]

testsmt/yinyang

TypeFuzz [OOPSLA ’21]

https://github.com/testsmt/yinyang
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Project Yin-Yang for Testing SMT Solvers



Summary
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testsmt.github.io @testsmt



CVC5 Soundness Bug #6834
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$ cat bug.smt2

(declare-fun a () Int)

(assert (= (str.++ (str.substr "A" 0 a) “B"  
(str.substr "A" 0 a)) "B"))

(check-sat)


$ z3 bug.smt2

sat


$ cvc5 bug.smt2

unsat  

✔

✘

https://github.com/CVC5/CVC5/issues/6834

QF_SLIA major

https://github.com/CVC5/CVC5/issues/6834

